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DALES HOUSING LIMITED

ACCESS TO PERSONAL INFORMATION AND CONFIDENTIALITY POLICY

1.
INTRODUCTION

Working for Dales Housing brings its staff and Board members into frequent contact with confidential information of various sorts.  Whether this information is of a commercial or a personal nature, confidentiality must always be observed.  This policy is intended to give guidance to staff and Board members and provide useful advice to tenants’ representatives.


The Data Protection Act places legal requirements upon Dales Housing.  Amongst other things, it is an offence under the Data Protection Act 1998 to disclose information, by which a person may be identified, to unauthorised persons.  Disclosures are generally “authorised” if the person or organisation receiving the information is specified in the Company’s data register entry or the disclosure is permitted under law.  The Act also gives rights to members of the public to check the completeness and accuracy of information about them which is stored on Dales Housing’s computer and paper records and, if necessary, to have it corrected.

2.
OBJECTIVES OF THE ACCESS TO PERSONAL INFORMATION AND CONFIDENTIALITY POLICY
· Dales Housing is committed to ensuring professional standards of confidentiality are provided and maintained.

· Dales Housing will establish systems for ensuring that “subject access requests” are recorded and responded to in accordance with the Act.

· Dales Housing recognises the public expectation that their personal information will be handled to the highest standards of confidentiality and integrity and will actively promote awareness of and compliance with the data protection principles as a code of practice for good information handling and management by staff, Board members and tenants’ representatives or anyone else acting for or on behalf of Dales Housing.

· Dales Housing will take prompt action to investigate and address any complaints or breaches of this policy, appropriately.

· Access to personal information and confidentiality applies to all Dales Housing’s policies, procedures and working practices.

3.
SUMMARY OF OPERATIONAL PRINCIPLES OF THE ACCESS TO PERSONAL INFORMATION AND CONFIDENTIALITY POLICY
3.1
Guidance on the implementation of the Access to Personal Information and Confidentiality Policy will be issued to staff, Board members and tenants’ representatives.  If a member of staff, Board member or tenants’ representative is in any doubt about whether or not to disclose information, they must ask a senior member of staff or the Information Systems Manager for advice.  Ultimately advice and decisions will be the responsibility of the Chief Executive.

3.2
This policy applies to computer records, information, file records, interviews and discussions with any colleagues or members of the public.  This policy applies to staff, Board members, tenants panels, tenants or other public meetings.  Personal data will be:

· Processed fairly and lawfully.

· Held only for the purposes described in the Dales Housing register entries.

· Relevant, adequate and not excessive for the purpose it is used.

· Kept accurate and up to date.

· Held no longer than necessary.

· Accessible by the person concerned and, where appropriate, the information will be corrected or erased.

· Surrounded by appropriate security measures to prevent unauthorised access to, or alteration, disclosure or destruction of the personal information and accidental loss or destruction of the personal information.

· Data shall not be transferred to a Country outside the European Economic Area.

3.3
Where personal and confidential information relating to customers for housing and other purposes is held, Dales Housing will ensure that confidentiality is maintained and staff will be expected to observe the following guidelines:

· To treat personal data with care.

· To check the identities of people before (i) disclosing information by phone, or (ii) disclosing information by interview.

· Check there is a “need to know” basis before disclosing information.

· To dispose of waste computer listings as confidential waste.

· To ensure members of the public cannot read official display screens.

· To secure data on desks or on PCs.

· Not to leave a screen accessible by the public unattended and logged in.

· Only to use personal data to assist in carrying out Dales Housing’s work.

· Only disclose personal data to those people with a need and a right to know.

· Only disclose personal data to those authorised by the registration.

· Procedures will be in place which will advise staff on handling requests from customers to see a file or information about themselves.

· Board members will not generally be given access to personal and confidential information relating to individual tenants or applicants.

· Where references are made to individuals or information which could be in breach of this policy is made in meetings or discussions, business will be suspended until arrangements have been made to deal with the matter in private with the appropriate parties.

5.
RESPONSIBILITY

The Director of Resources will have responsibility for the implementation of the Access to Personal Information and Confidentiality Policy.

6.
CONSULTATION

Consultation on the revisions to the Access to Personal Information and Confidentiality Policy will be promoted through newsletters to individual tenants and applicants for rehousing as appropriate and formally through Area and District Panels.


The Access to Personal Information and Confidentiality Policy will need to be approved by Dales Housing Board of Management.

7.
REVIEW

The Access to Personal Information and Confidentiality Policy will be reviewed at least once every two years or on the introduction of new legislation or guidance.

8.
PERFORMANCE INDICATORS

A number of local performance definitions will be agreed with tenants and other service users.

9.
MONITORING

Procedures will be monitored and these will be rectified as appropriate.  Monitoring reports will be presented for Area and District Panels and Board Meetings which will illustrate how the Access to Personal Information and Confidentiality Policy is being implemented and any service issues which need to be addressed as a result of these.  These will be recorded against monthly, quarterly and annual targets.
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